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Abstract

The aim of the article is to propose a complex methodology for implementing a safety analy-
sis of dynamical systems. The safety analysis is performed in the process of control system devel-
opment, especially aiming at safety-critical processes of system operation. The methodology was
divided into sevenbasic steps. The individual steps of the methodology are carried out in a hierar-
chical sequence. The step “Preliminary Hazard Analysis” consists of the PHI and PHA methods.
Further, roles of individual methodology steps are detailed. In the second part of the article, the
principle of safety-critical process monitoring based on models is.
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Introduction

Safety and care for the physical and mental health of a person is the highest
priority in every society. Information security, internet and computer security,
privacy and identity of the individuals are an important tasks of each organiza-
tion [PSenakova, Szabo 2014; Psenakova et al. 2012; PSenakova 2012]. Equally
important are the safety and care about human health, their property and the
environment in the design and development of control systems. Operation of
safety-critical systems for his surroundings is a danger. Intensity of damage can
be really huge. Based on this knowledge is emphasized in the design of control
systems and especially for the analysis of potential risks. The preliminary hazard
analysis is a design tool that helps developers to identify and address risk in the
early stages of developing such a system. The safety is a concept that seems to
be very obvious, but the sequence of steps that has to be done for its implemen-
tation into system is very difficult. In this article we drafted a preliminary risk
analysis.

Besides control and regulation functions, automatic monitoring according to
operating rules is of great importance in continuous-discrete technology process
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automation. Mathematical models are often deployed for process monitoring in
engineering and technology applications in order to obtain as accurate descrip-
tion of the technical device as possible. However, especially for dynamical tech-
nology systems, creating a mathematical model applicable to system monitoring
is associated with many difficulties. As not all the parameters of the model are
known, in analytical procedures, it is necessary to use estimations for these
states or parameters. On the basis of these issues, qualitative procedures are also
taken into account for monitoring dynamical systems. The qualitative models do
not require exact reflecting of inner physical dependencies, the models include
only those situations where there occur changes. Qualitative model is able to
distinguish these states, thus enabling describing dynamical systems attributes.
The fact that the dynamic characteristics can be described only very inaccurately
or they are impossible to be described at all is the main disadvantage of qualita-
tive models. Though, this is a necessary demand for monitoring dynamic ele-
ments of the system. Therefore, the possibility of using a combination of both
model forms for safety analysis of dynamical systems is to be researched. Quali-
tative models for assessing the complexity and quantitative mathematical models
are applied to describe the dynamics [Strbo at al. 2014].

1. Proposal of safety analysis methodology

Figure 1 presentsa methodology for modelling safety-critical processes, spe-
cifically for modelling dynamical technology systems. The methodology is illus-
trated using ordinary UML state diagram consisting of a sequence of six succes-
sive steps. The final step of the methodology is verification of proposed models
with the purpose of monitoring safety-critical processes. If weaknesses in the
proposed models are revealed during the verification, safety analysis process
returns to the step modelling safety-critical process.

1.1. The proposal of the preliminary hazard analysis

The preliminary analysis consists of methods PHI and PHA. Task of PHI is
to identify all possible risks during operation of system. Task of PHA is to ana-
lyse these risks. The proposal of the Preliminary hazard analysis is shown in the
figure 2.

1.1.1 PHI - Preliminary Hazard Identification

At the beginning is carried out PHI. The aim of the PHI is to identify all po-
tential hazards that should be done in the proposal of every subsystem nested to
test, if this system is truly safety-relevant. All of the risks and potential events
have to be identified. Therefore is really important to consider all parts of the
system, safety systems, modes of operation and maintenance. So PHI tries to
answer the question: ,,what dangers and accidents may have influence on this
system*. In the process of identifying risks is needed to be thoroughly familiar
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with the system, which we want to analyse. It is necessary to know on what sys-
tem depends (inputs), what activities are being done by the system (feature) and
what services is the system providing (outputs). In order to identify all hazards
and events, it is often necessary to divide the system into a manageable parts
(process units), individual activities and to the group “who and what all” are
exposed to risk. The output of method PHI is a list of risks, which contains all of
the possible risks associated with the operation of the control system. This list
will be used in the next phase of the preliminary analysis, where will be analysed
the individual risks of this list.
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Figure 1. Proposal of a methodology for modelling dynamical systems

1.1.2. PHA — Preliminary Hazard Analysis

It is an inductive method, which is applied in all periods of system service
and points on danger and dangerous events, which can cause an accident. The
PHA is based on results of PHI and is used in more detailed analysis of identi-
fied hazards. Furthermore we will examine the risk related to functional re-
quirements of the system in order to assign safety inserts to individual functions.
Except that, is by now possible to develope various alternatives of system de-
sign, with respecting identified hazards. The merit of PHA is to identify all po-
tential hazards and events that may lead into insurance, to evaluate observed
events related to their severity, and not the least is necessary to determine re-
quired hazard of control and following activities.
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Figure 2. Process of preliminary analysis

1.2. Analysis of dynamical technology system

The content of this step is to analyse the dynamic system with a focus on the
implementation of the safety analysis. It means to become familiar with the sys-
tem and its features and identify all possible states of the system during opera-
tion. It is necessary to analyse the actual terms and basic operating parameters
respectively conditions. It is closely related to the analysis of limitations in indi-
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vidual states, analysis of deficiencies, analysis of risks and all available re-
sources of the system. The selection and analysis of the operating states, which
are safety-critical for a system, and determine whether these states are determin-
istic or stochastic. For the critical states is necessary to done the select of re-
sources information. These will provide information to the operating personnel
about the process of these states. It is also necessary to define the inputs for in-
dividual states, mutual relations between states and the characteristic of states on
the output.

1.3. Selection of the appropriate method for modelling safety-critical
processes

A detailed system analysis is able to provide all the information necessary
for the safety analysis. Based on this system analysis, selecting the appropriate
method for creating models required for automated monitoring of dynamical
system operation is much easier. We propose to use the SQMD method for de-
veloping models for safety-critical processes of dynamical systems.

The SQMD method is used for the safety analysis of dynamical systems. It
is based on quantitative and qualitative modelling methods. It implements hybrid
models for real time monitoring and detecting. The hybrid model includes quali-
tative and dynamic elements and combines advantages of both methods. On-line
monitoring and diagnostics with the aim of detecting and locating faults in dy-
namical technology systems are to be understood in this way. The main ad-
vantage of the safety analysis applying the SQMD method is the simplicity of
dynamical system modelling. The method includes two important aspects. On
the one hand, there are the existing mathematical models which are combined
with qualitative models in order to model and simulate dynamical systems. On
the other hand, analysing the states becomes an interesting part of the process, as
it enables on-line evaluation requiring less processing power.

1.4. Modelling safety — critical processes of dynamical systems

In this step, it is important to correctly describe the safety — critical process-
es of a specific system using the models. The purpose is to develop qualitative
and quantitative models within the range of the general system description. We
applied the fuzzy logic to create qualitative models of individual processes. Al-
ternatively, Petri nets can be used for causal network or purely discrete process-
es. Quantitative (mathematical) models can be constructed using differential and
difference equations, since dynamical technology systems are to be described.
Deducing from another examples, almost every correct mathematical formula
can be used as a mathematical model. Carrying out the synthesis of models, as-
sessing their effectiveness and inspecting their validity are also necessary proce-
dures. For automated control of dynamical systems, we propose to use hybrid
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models consisting of qualitative and quantitative (mathematical) models. The
correctness of these models is to be evaluated in the final step of the methodolo-
gy — verification.

1.5. State space reduction

The focus of the overall concept is the on-line state space reduction, allow-
ing monitoring dynamical systems. After constructing the individual models for
automated monitoring of safety-critical system processes, the state space needs
to be reduced. The combinatorial explosion removal is the most important rea-
son for this reduction. The aim is to determine the reduced qualitative state space
for time interval specified in advance. It contains all the possible states of the
system for a defined time interval. These states can bee valuated in the following
point of the methodology, in the on-line failure analysis.
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Figure 3. Concept of State space reduction [Manz 1999]

The state space reduction is periodically carried out by SQMD observer il-
lustrated in figure 2 in three consequent sub-steps 2a, 2band2c. The following
sub-steps include specifically the following activities [Manz 2004]:
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— Determination of quantitative trajectories (2a),
— State space reduction on the level of components (2b),
— Composition of the components(2c).

The advantage of reducing the state space at the component level is the re-
moval of combinatorial explosion. Analysis and evaluation are not carried out in
the whole state space, but are performed only for the time period corresponding
to the relevant part of the space. Directe valuation of data from the technical
process at the component level represents another advantage. This means that
the qualitative parameters are replaced with the exact values of the measured
data obtained from sensors and actuators. The accuracy of the model is increased
in this way [Manz 2004].

1.6. On-line error analysis

In this step of the methodology, analysis of the qualitative state space re-
duced in the previous step is to be performed. Accordingly, the damage progno-
sis is evaluated. The purpose of the error recognition is the analysis of quantita-
tive and qualitative relations within the time interval enabling to carry out the
decision of erratic system behaviour according to the analysis. The concept of
on-line analysis is shown in figure 3. As shown in the figure, the concept of on-
line analysis can be divided into two partial steps
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relations within the time interval enabling to carry out the decision of erratic
system behaviour according to the analysis. The damage prognosis does not
primarily serve to diagnose, but to recognise the potential harm caused by unde-
sirable proceeding.

1.7. Verification of the proposed model for safety-critical processes

The obtaining of the solution will be verified by simulation. We compare the
results obtained with the system requirements. We establish the criteria for vali-
dation and verification of the proposed solutions. Then we perform validation
and verification solutions based on these criteria. Finally we evaluate the results
obtained for long-term and for short-term and also evaluate the effect of the pro-
posed solutions with respect to future possibilities. If the validation process finds
deficiencies in the proposed solutions, so the process of safety analysis returns to
the point “modelling safety-critical processes of dynamical systems”.

2. Developing a model of on-line monitoring processes

The question of using a combination of qualitative and quantitative model-
ling of controlled processes for safety analysis of complex systems is appropri-
ate. SQMD is a method for modelling dynamic systems and it uses currently
a combination of these two forms of modelling. The method uses a hybrid model
for monitoring and detecting of real-time. The hybrid model includes qualitative
and dynamic elements, and combines the advantages of both methods. Thus we
can imagine on-line monitoring and diagnostics to detect and locate faults in
complex dynamic systems. The main advantage of the safety analysis by method
SQMD is easy modelling of complex dynamic systems. Errors and failures of
hardware components, software errors or defects caused by construction disre-
garding operating conditions may lead to a dangerous situation in the operation
of technical processes. The role of an appropriate process model is to provide
guantitatively or qualitatively measurable parameters in relation to the character-
istics of the system in order to detect deviations in the process in real-time.
Models to be deployed in the monitoring process do not often comply with
a simple description of the reality. Besides describing the desired operation
mode, for monitoring, it is necessary to additionally identify all possible faults in
the real process enabling them to be taken into account for the model. In this
way, models for the desired operation states and corresponding models for fail-
ure operation states are created. Models for the required operation states are
deployed in monitoring and subsequently they are compared with the real val-
ues. If the value of the models does not match the reality, it is considered to be
an error. In this case, type and location of the error is determined by models of
error operation modes. Considering all the possible errors in the model is
therefore an important task of designing models [Strbo, Tanuska 2012; Strbo et
al. 2014].
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Conclusion

In this paper, a methodology for implementing the model-driven safety
analysis for dynamical technology systems is presented. The proposal of the
process includes seven steps and it is shown by states diagrams in UML (Unified
Modelling Language). Furthermore, we have reported a detailed description of
the tasks for each step of the safety analysis. The process of the safety analysis
begins with familiarizing yourself with the system on which is carried out the
analysis. Then it goes through the requirements on the system, modelling of the
individual states to the overall design of the control system for the system. In
conclusion of our proposal does not lack verification of the results obtained.
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